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Recall: Multivariate Cryptography

Problem (MQ: Multivariate Quadratic)

Given a system of multivariate quadratic equations over a finite
field, find a solution.

• General Public Key Structure:

P (x) = T (F (S(x)))

■ Linear, ■ Quadratic (Easy to invert),
■ Quadratic (hopefully, difficult to invert)
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Algorithms and Complexity
MinRank in the (NIST) News

MinRank Problem

Problem (MinRank)

Given M1, . . . ,Mk ∈ Fm×n
q and a positive integer r, find

a1, . . . , ak ∈ Fq (not all zero) such that

rank

(
k∑

i=1

aiMi

)
≤ r.

Complexity depends on choice of algorithm:
Exhaustive search, Combinatorial method/linear, Kipnis-Shamir,
Support Minors, . . .
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Solving MinRank Using Exhaustive Search

• Given M1, . . . ,Mk ∈ Fm×n
q :

1 Choose random a1, . . . , ak ∈ Fq

Q: How many ways can we choose a1, . . . , ak ∈ Fq?
A: There are qk many ways

2 Compute M̂ :=
∑k

i=1 aiMi

• This is just scalar multiplication and matrix addition– not
computationally expensive

3 Check if rank
(
M̂
)
≤ r

Q: What is the complexity of checking the rank of M̂?
A: This is the same as the complexity of multiplying two n× n

matrices, which can be estimated as nω where 2 ≤ ω < 3

• We estimate the complexity of solving an instance of MinRank
using Exhaustive Search as:

qknω, ω ≈ 2.37
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Support Minors Modeling

• Introduced by Bardet et. al. at Asiacrypt 2020

• Algebraic approach to solve MinRank
• Things to remember:

• Rank(M) = dim(Col(M)) = dim(Row(M))
• Minor of M is determinant of submatrix of M

Magali Bardet, Maxime Bros, Daniel Cabarcas, Philippe Gaborit, Ray A.
Perlner, Daniel Smith-Tone, Jean-Pierre Tillich, Javier A. Verbel,
“Improvements of Algebraic Attacks for Solving the Rank Decoding and
MinRank Problems,” ASIACRYPT (2020).
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Support Minors Modeling

Given M1, . . . ,Mk ∈ Fn×m
q :

• Consider M̂ :=
∑k

i=i xiMi, where rank(M̂) ≤ r.

• We know there exists S ∈ Fn×r
q and C ∈ Fr×m

q such that

SC = M̂

• Let rj be the jth row of M̂ and create n new matrices Cj :

Cj =

(
rj
C

)
∈ F(r+1)×m

q ← Q: What is rank(Cj)?

• All maximal minors of Cj are zero! This gives us:
• k +

(
m
r

)
many variables ←(# xi’s)+(# r × r minors of C)

• (n)
(

m
r+1

)
many bilinear equations ←(# Cj ’s)(# max minors)
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Support Minors Modeling

Q1: How do we solve a bilinear system of (n)
(

m
r+1

)
many

equations in k +
(
m
r

)
many variables?

A1: One way: XL algorithm (use Macaulay matrices, reduce)

(monomials up to degree b)

↓

(polynomials in the system) →

Q2: What is the complexity of solving this system with XL?

A2: 3(# cols in Mac Mat when rank is high enough)2(r + 1)k

min
m′≤m

3

(
m′

r

)2(k + b− 2

b

)2

(k − 1)(r + 1)

where b is the smallest integer such that(
m′

r

)(
k+b−2

b

)
− 1 ≤

∑b
i=1(−1)i+1

(
m′

r+1

)(
n+i−1

i

)(
k+b−i
b−i

)
.
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Complexity Comparisons

Consider the MinRank Instance with...
1 M1, . . . ,M15 ∈ F25×25

2 , r = 12.
• Complexity of solving with exhaustive search:

qknω ≈ 226

• Complexity of solving with support minors:

m′ = 15, b = 7→≈ 260

2 M1, . . . ,M15 ∈ F25×25
256 , r = 8.

• Complexity of solving with exhaustive search:

qknω ≈ 2131

• Complexity of solving with support minors:

m′ = 12, b = 2→≈ 240
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MinRank: ZK-protocols

Digitial Signatures Round 2: Mirath (Merger of MIRA and MiRitH)
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MinRank Attacks Against Rank-Metric CB Cryptosystems

Problem (Rank Decoding Problem)

Given a matrix G ∈ Fk×n
qm , a vector y ∈ Fn

qm , and a positive integer

r, find vectors e ∈ Fn
qm ,x ∈ Fk

qm such that

y = e+ xG, and wtrank(e) ≤ r

wtrank(e) = wtrank(y − xG) ≤ r

= rank(Ŷ − xiĜi) ≤ r

“Cryptanalysis of MinRank,” Jean-Charles Faugére, Francoise Levy-dit-Vehel,

and Ludovic Perret (CRYPTO 2008)
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MinRank Attacks Against Rank-Metric CB Cryptosystems
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MinRank Attacks against Multivariate Cryptosystems
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Signature Scheme Toy Example
Quadratic Central Map Equations

Question: How could we write quadratic maps as a matrix?
Example: F : F4

11 → F3
11

F



w1

w2

w3

w4


 =

2w2
1 + 6w1w2 + 3w2

1

w2
1 + 2w1w2 + 6w2

2

8w2
1 + 7w1w2

 :=

f1(w)
f2(w)
f3(w)



f1(w) =
[
w1 w2 w3 w4

] 
2 3 0 0
3 3 0 0
0 0 0 0
0 0 0 0



w1

w2

w3

w4



F1 =


2 3 0 0
3 3 0 0
0 0 0 0
0 0 0 0

 ,F2 =


1 1 0 0
1 6 0 0
0 0 0 0
0 0 0 0

 ,F3 =


8 9 0 0
9 0 0 0
0 0 0 0
0 0 0 0


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fi(U(x)) = fi(Ux) = (Ux)⊤Fi(Ux)

U⊤ × Fi × U = zi

=

=

=

Full Rank Rank(Fi) = r Full Rank RANK r
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=

=

=

T

■■
■

 =

↑
Rank(Pi) = n
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U⊤×Fi×U = zi

=

=

=

.

T

■
■
■

 =

Question: Can we find a1, a2, a3 ∈ Fq such that

a1 +a2 +a3 =

↑
Full Rank

↑
Full Rank

↑
Full Rank

↑
Rank r

If so, there exists some full rank matrix B such that

B⊤ B =
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Recall: Unbalanced Oil and Vinegar

x ∈ Fn
q −→ x =


x1

...
xv

xv+1

...
xn


← vinegar variables

← oil variables

P : Fn
q → Fn−v

q , P = U ◦ F ◦ T, F = (f (1), . . . , f (n−v))

f (k)(x) =

v∑
i=1

v∑
j=i

αijkxixj +

v∑
i=1

n∑
j=v+1

βijkxixj

Patarin, “The Oil and Vinegar Signature Scheme.” (1997)
Kipnis, Shamir, “Cryptanalysis of the Oil & Vinegar Signature Scheme.” (1998)
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UOV Central Maps

Let x ∈ Fn
q , fk =

v∑
i=1

v∑
j=i

αijkxixj +

v∑
i=1

n∑
j=v+1

βijkxixj .

Consider matrices Fk such that fk(x) = x⊤Fkx.
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Rectangular MinRank Against UOV (and Rainbow)

Fi =

1 ≤ i ≤ m
Fi ∈ Fn×n

q

F̃1= ∈ Fn×m
q

...

F̃n= ∈ Fn×m
q

Beullens, “Improved Cryptanalysis of UOV and Rainbow,” EUROCRYPT
(2021)
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Rectangular MinRank Against UOV (and Rainbow)

Beullens, “Improved Cryptanalysis of UOV and Rainbow,” EUROCRYPT
(2021)
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Rectangular MinRank Against UOV (and Rainbow)

Beullens, “Improved Cryptanalysis of UOV and Rainbow,” EUROCRYPT
(2021)
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Rectangular MinRank Against UOV (and Rainbow)

Beullens, “Improved Cryptanalysis of UOV and Rainbow,” EUROCRYPT
(2021)
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Thank you for your attention!
Questions?
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