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Federated Average
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Federated Learning (heterogeneous setting)










Clustered Federated Learning




[terated Federated Clustering Algorithm

IFCA [Ghosh et al 20’]:
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Today: decentralized Clustered Federated Learning
based on CBO




Setting for Clustered Federated Learning

Number of agents = NV

Number of clusters = K

Li(0) =By, [ (f(a:0),)], k=12 . K

0, := argmin L (0)
OcRe



Part 1
Clustered Federated Learning through CBO



Consensus-based Optimization (CBO)

Optimization problem:

in L(0
min (0)

Assumptions:

e [, has unique global min 6~




Consensus-based Optimization (CBO)

Interacting particle system:

Aoy = =X (0; — m [p;]) dt + o |6, —m%[inHdB;f, i=1,2,..., N,

where .
= 5 2_%;
1=1
ar N ._ [P (al@)p oI with wi = — P (—aL(6}))
T [pt ] fexp (—a L(@))pévdé’ ZwL “ S:;.V_l exp (—aL(@{))

Carrillo, Jos€ A., et al. "An analytical framework for consensus-based global optimization method." Mathematical Models and Methods in Applied Sciences 28.06 (2018): 1037-1066.



Consensus-based Optimization (CBO)

Particles positions at time T=1
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Clustered Federated Learning

Optimization problem:

min L+ (6) and -
fcR

Number of cluster 1 agents = N,
Number of cluster 2 agents = IV,

Total number of agents = N



FedCBO System

4" = X1 (07 —m$, [p)]) dt = A2V LA (0}")dt + o 4B}

0" —mg, [Piv]| dB;" + o3 |VL1(9t1’i)

677 = —\ (efﬂ' —mg, [y ]) dt — MoV Ly (6;7)dt + o1 |07 —m§, [p} ]| dB;” + o3 |VL2(9§»J' )| dBy’
where
N1 N2
1,N ] oN 1 N . Nian  Ne aon
e = EZ%;M Pt = EZ%;J, Pt = Wpt | Npt -



FedCBO System

do;" =~ (9,}”' —mg, [pff]) dt — NV L (0, )dt + o1 |0, —m¥, [pi\f]| dB" + o, |VL1(9§,7;) 1B
d677 = —X1 (077 = mi, (o)) dt = oV Lo(677)dt + o1 677 = m, [p]| dBY + 05 |V La(077)| d B}
where N .
a [ N eXP(_O‘Ll(Q))ﬂi\I ~ 1l - 2.7 n2.j
m = [ 0 df) = w; 0. + w077,




FedCBO System

o, = —X\ (91}@ —mi, [PiVD dt — AoV Ly (0, )dt + o1 |0, — my [Piv]| dB;}" + o5 |VL1(9§’7;) dB""
4077 = A1 (679 = mi, o)) dt — XV Lo(6]7)dt + 01 |67 —m3, [p))| dBY + 0 |V La(6; )| dB}
where
exp (—aLa(0) oY RN Lipli L NR 202
o N ) )
m = [0 df = 0. + E w7’ 0,
Lo [IOt ] fexp (—CVLQ(H)) 0 — Lo7t — Lo ~t




FedCBO System

Particles positions at time T=1
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FedCBO System

do;" = =\ (etu —m$, [pg\f]) dt — NV Ly (0;")dt + o1 |6, —m$, [pgv]| dBM + o |VL1(9tl,i) 1B

do;” = —x (ef’j —mp, [Piv]) dt — AoV Ly(0;7)dt + o1 |07 — m, [,Oiv]| dB;” + o9 |VL2(9t2’j) dB}

As N goes to oo

a0; =i (0] —mg,[p, ) dt—XoVLi(6] )t + 01 |6] —m§ o, )|dB] +02|VLi(6] )|dB]

4> = )\, (93 —m2 [ps ]) dt — AV Lo(07 )dt + 01 |02 —mS[p, ]|dB§ +02(VL2(93 )|dz’§§




FedCBO System

do;" = =\ (etu —m$, [ng]) dt — NV Ly (0;")dt + o1 |6, —m$, [pgv]| dBM + o |VL1(9§,Z-) 1B

do;” = —x (ef’j —mp, [Piv]) dt — AoV Ly(0;7)dt + o1 |07 — m, [,Oiv]| dB;” + o9 |VL2(9t2’j) dB}

As N goes to oo

dé’i = —A1 (‘92[ —m7. |p; ]> dt — )\QVLl(Q;f[ )dt + o1 9; —m7. |p; ]| dBtl + 02 |VL1(92L )| détl

4> = )\, (93 —m2 [p; ])dt—)\QVLQ(Of Vdt + o1 |02 —m2[p, ]|dB§ +02(VL2(93 )|di§§




Consensus-based Optimization (CBO)

Theorem (Mean-field limit; Carrillo, NGT, L1, Zhu, 23°):

Suppose 0 ~ pg and 9{) ~ pé. Also, suppose N — oo and
N1 N>

N > W1, > Wo.

Then pNV'1 — pl and pN2 — p?.

thtl = A(mtlptl) + V- (Mtlp%) %i_r)%ptl - p(l) D = Wlpl + w2p2

O = Akip}) +V - (uepy),  limp; = pg,

X 52 o2
i =M1 (0 —mE, [pe]) + A VL(0), Kf:= |9 my, [Pt]| T+ o WLk( )|°, fork=1,2.



Consensus-based Optimization (CBO)

Theorem (Long-time behavior mean field; Carrillo, NGT, L1, Zhu, 23°):

Let p§ give positive mass around 0 (global minimizer of L) for
each k = 1,2. Let (p;, p?) be solution of mean field PDE. Let

e > 0.
Provided parameters A, o, o are chosen appropriately, we have, for
some 7,

V(pt) + V(pi) < exp(—ct)(V(pg) + V(pp)), Vte [0, T

and

- 1 2 <
ter[?):?'*] V(pt) +V(pt) <&,

where

V(o) = / 60— 6;2dpk(6).



Consensus-based Optimization (CBO)

Theorem (Long-time behavior mean field; Carrillo, NGT, L1, Zhu, 23°):
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Experiments

Rotated MNIST:

90 degrees rotation




Experiments

Number of clusters = 4
Number of agents in each cluster = 300

Number of data points in each agent = 200




Experiments

FEDCBO

IFCA

FEDAVG

LLOCAL

96.51 -

- 0.04 94.44 -

- 0.01  ®89.00 =

- 0.19 81.27 =

0.02




Part 2

Backdoor attacks



Backdoor attacks




Backdoor attacks




Backdoor attacks

4" = X1 (0} —m3, [o}]) dt = AV Ly (6 ")dt + o 1B

00" = m, [p)|dB} + o3 |V L1 (6])

do; = =X (9,?’9' —m, [pN ]) dt — AoV Lo(027)dt + oy 152

077 —m3, o) dBY + o2 [V Lo (677)




Backdoor attacks

Malicious agents’ goal: make other agents predict points of class Cq as class Crp.
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Backdoor attacks via label flipping

Instead of aiming to optimize

Lx(0)

J(X y)NDk[/(f X, 9 ] — Z We

a malicious agent picks parameters to optimize:

Lp2l(6

C
- Z Wy y=c[I(f(x;0), c)] + wes

C#Cg

*’x\y:C[/(f(X; 9)7 C)]

~?x\y—cs [/(f(X 9)

7)]



Backdoor attacks via label flipping

Instead of aiming to optimize

Lk(g) — *’(x,y)vak[/(f X, 9 ]_ Z Wec Sx\y C[/(f(X 9) )]

a malicious agent picks parameters to optimize:

C
L72(0) == 3~ weBy=cl/(f(x:6), )] + wesExpy—c [I(F(x: 0), c7)

CH#Cg




Bi-Level Optimization

Optimization problem:

min G(6)

s.t. 6 €argminlL

Assumptions:

« Unique solution 6

X

good

Function Value

1.00

0.75

0.50

0.25

0.00

-0.25

-0.50

-0.75

-1.00

DO

— L(O)
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Bilevel CBO

Interacting particle system:
dol = —\(0. — m™P[p])dt + o|0. — m*P[pN]|dBL., i=1,...N.

where N

aﬁ[pt] _/ fexp exp ac);c(ﬁﬁ)[) N]( )dlg[pi\/](e)

Islpe] = pr (- N Qslpr])  Qslpr]:={0st. L(6) <aqalpr]}  qspM] :=inf{q st. pN({L(0) < q}) > B}



Bilevel CBO

Interacting particle system:
dol = —\(0, — m*P[pM])dt + 0|0, — m*P[pV]|dBL, i=1,...N.

where N

" exp(—aG(0)) .
[Pt] —/ fexp —aG(f )dld[p{\’]( )dl,d[/)t](e)

lale] == p (- N Qplpr])  Qalpl]:={0st. L(0) < qslpt]}  qslpl] :=inf{q st. pM({L(F) < q}) > 5}



Bilevel CBO

Interacting particle system:
dol = —\(0, — m*P[pM])dt + 0|0, — m*P[pV]|dBL, i=1,...N.

where N

" exp(—dG(0)) .
[Pt] —/ fexp —A46(6) )dld[p{\’]( )dl,d[/)t](e)

Is[pr] = pr (- N Qplpr])  Qalpl] := {0 s.t. L(O) < qslpr’]}  qslpl] = inf{g s.t. pN({L(O) < q}) > S}



Bilevel CBO

Interacting particle system:

dol = —\(0, — m*P[pM])dt + 0|0, — m*P[pV]|dBL, i=1,...N.

where -
p = ~ 259;@‘ Within top f x (100) %, largest L
1=1 /

o exp(—dG(0) g
1= [ gy 1O

Is[pr] = pr (- N Qplpr])  Qalpl] := {0 s.t. L(O) < qslpr’]}  qslpl] = inf{g s.t. pN({L(O) < q}) > S}



Example:
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Example: Constrained optimization via Bilevel CBO

' G(6
min  G(¢)

st. 0 €C:=0B(0)

where

3 3
G(0) := —20exp (—0.2 l2:(9, — p,)) +exp (1 Z cos(2m(0; — p,)))
\3= 315

p = (0.4,0.4,0.4)



Constrained optimization via Bilevel CBO

min  G(0) min  G(0)

PR3 > dSS)

s.t. 0 e€C :=0B1(0) s.t. 6 € argminlL
where

3 3
G(0) == —20exp [ 0.2, =3 (61 — p1) | +exp [ 2 cos(2x(6) — p)
\ 3 3 =

=1

p = (0.4,0.4,0.4)

L(0) = (1 —|6])?



Constrained optimization via Bilevel CBO

min G(6)

s.t. 6 €argminlL

Experiments: 6§ ~ Uniform[—10, 10]’

B =0.02 B =0.05 B=0.1 B =0.2 B=0.3 B=0.5 B =0.8

1/10 (T=1000) | 10/10 (T=200) |10/10 (T=200) | 10/10 (T=200) | 10/10 (T=1000) | 10/10 (T=2000) | 0/10 (T=2000)




Bilevel FedCBO

Optimization problems: fork =1,..., K

i 0
min  Gk(0)

s.t. 6 € argmin Ly

where L,(6) and G (0) are, for example,

C C
[ () — " C[_ ) 9 _ ” o I—k,c(e)
0 =L mclic®  60) =3 oo (15)



Bilevel FedCBO

diy’ = — A (07" — mFg [pi])dt — XV L1(0;")dt
+ o110 — m e [pMNldBy " + 02|V Ly (6:')|d By

do7? = — A (07 — mi:; G [pM)dt — AoV Lo (057)dt
+ 011077 — m 6 [p11dBEY + 02|V Lo(677)|d By



Experiments on CIFAR10
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Experiments

Experimental setting 1 (CIFAR10 homogeneous case):

-Total number of agents N = 10;

-Num of benign agents = 7; Num of malicious agents = 3;
-Num of data for each benign agent = 500;

-Num of data for each malicious agent = 1200;

Attacks:

Source class: class 0 (1mages of planes)
Target class: class 2 (1mages of birds)
Label flipping: 0 —2.



Experiments

With backdoor With backdoor | Without backdoor Without malicious | With backdoor attack

attack (FedCBO attack (FedCBO | attack (FedCBO agents (FedCBO | (Bilevel FedCBO

a=1) a = 10) a=1) a=1) a=20 =10
Avg overall acc 63.85 + 0.18 % 61.69 +1.21% |65.30 £+ 0.35 % 60.76 + 0.29 % 61.06 + 0.21 %

Acc on class 0

29.86 £ 1.79 %

44.38 £ 3.36 %

41.86 + 5.22 %

61.10 £+ 3.49 %

58.62 + 3.72 %

Benign agents’ models

predict images of class
0 as label 2

34.84 + 3.70 %

(Attack success
rate)

22.50 £ 1.86 %

(Attack success
rate)

11.38 £ 1.18 %

6.90 + 1.29 %

9.84 + 1.43 %
(Attack success rate)




Experiments
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With Backdoor Attack:

Total number of class 0 1mages (with correct labels) from the benign

agents = 284;

Total number of class 0 1images (with wrong labels) from the malicious

agents = 356;

(1.e. 1n the entire dataset, about 45% class 0 1mages have correct labels
and 55% of them have wrong labels)




Experiments
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Without Backdoor Attack:

Remove all the class 0 images contained in malicious agents.




Experiments
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Without Malicious Agents:

Remove all the malicious agents.




Experiments
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Experiments

Experimental setting 2 (Rotated CIFAR10):
- Total number of agents N = 20;

- Num of clusters k = 2;

- Num of benign agents per cluster = 7; Num of malicious agents per cluster = 3;
- Num of data for each benign agent = 500;

- Num of data for each malicious agent = 1200;




Experiments

Experimental setting 2 (Rotated CIFAR10):
Total number of agents N =

Num of clusters k = 2;

20:;

Num of benign agents per cluster = 7; Num of malicious agents per cluster = 3;
Num of data for each benign agent = 500;
Num of data for each malicious agent = 1200;

predict images of class
0 as label 2

With backdoor With backdoor With backdoor
attack (FedCBO attack (Bilevel attack (Bilevel
a = 10) FedCBO FedCBO
a=20B=0.5) |a=10 B = 0.5)
Avg overall acc 64.44 + 0.80 % 62.96 + 0.27 % 65.57 + 0.14 %
Acc on class 0 5541 +3.07 % 62.52 +2.47 % 63.88 +2.15 %
Benign agents’ models | 14.96 + 2.87 % 7.38 +1.62 % 001 +191%




Future Works

1. Batched interactions.

2. Analysis of adaptive tuning of parameters.

3. Theoretical analysis of dynamics in low communication regime.
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Discretized FedCBO System

FedCBO system:

a6 = X1 (6} —m3, [o}]) dt = 22V Ly (6} ")dt + o 4B}

00" = m, [pl)|dB} + o2 |V L1 (6])

do;” = =X (ef’j oA ]) dt — AoV Lo(027)dt + o4 152

dB>7 4 o |VL2(«9§’~7)

27’ 8%
07" — mrp, [:01]5\[]

Euler discretization:
0,01 00" = Ay (0" —my,) = XMy V L (0,) + o1/ |0y —my| 2y + 02/ [VL1(0,7)| 21

Oty = 007 = My (037 = m3) = My VLa(077) + 01/7 |07 — mit] 207 + 02/ |V L2(077)] 227

n



Discretized FedCBO System

Oty o L — Auy (617 — mb) — Ay VLA (647) + 01y/F [0 — mi| 227 + oay/7 [V Ly (657)] 2L

Ols < 007 = My (077 = my) = Ay VLa(077) + o1y 077 = my| 27 + 0av/7 [V L2(0,7)| 207

| Remove noise terms




Discretized FedCBO System

0,1, <+ 05" — Ay (05" —mb) — Aoy V Ly (617

027 < 029 — X1y (029 —m2) — XgyV Lo (027)

| Sum over 7 times




Discretized FedCBO Syste
m

(91 i E 1 \V/
T Z
(n+1)7 0rr )‘WZ (
nT—I—
q nT+q) )‘2722 L (
2. por n'r—l—q)
(9(”:7 923 \V4
+1)7 AWZ (
nT+
< ‘. n7+q) )‘WE: L2 (077 44)
n7+q

q=0



Splitting Scheme

Step 1:
o0t < 017,
Step 2.
a,lz’rijtqqul S é\qlz’riJrq — )‘2”YVL1(‘/9\}zi+q)a g?z}jjtqjtl
Step 3:
9(17f+1)7 N 5(17,2:—1)7' — A17Y (5(1;;1% - m%’n‘I—l)T) )



FedCBO Algorithm

Algorithm 1 FedCBO

Input: Initialized model 96 c R% j € [N]; Number of iterations 7'; Number of local gradient steps T;
Number of models downloaded M; CBO system hyperparameters A\i, Ao, a; Discretization step size ~;
Initialized sampling likelihood Py € RV*(N-1).

1: forn=0,---,7T —1do

2: (G, + random subset of agents (participating devices);

3.  LocalUpdate(0?, 1, \>,v) for j € G;

4:  LocalAggregation(agent j) for j € G,;

5: end for

Output: 67 for j € [N].

LocalUpdate(go,T, A2,7y) at j-th agent

6: for ¢g=0,---,7—1do

7. (stochastic) gradient descent é\q_|_1 - é\q — )\Q”YVLj((/g\q);
8: end for
9

AN

. return 0;




FedCBO Algorithm

Algorithm 2 LocalAggregation(agent j7)

Input: Agent j’s model #7 ¢ R%; Participating devices at n iteration G,; Sampling likelihood P/ € RV ~1:
CBO system hyperparameters A, a; Discretization step size v; Random sample proportion ¢ € (0, 1);
Number of models downloaded M

1: A, < e-greedySampling(P’,G,,, M);

2: Agent 7 downloads models 6° for i € A,,;

3: Evaluate models §° on agent j’s data set respectively and denote the corresponding loss as Lj-;

4: Calculate consensus point m; by
(19) m; <

1 o | |
- Z O 145 with p% = exp(—al)
ZiGAn Hj ica,

5: Update agent 7’s model by
(20) 01 < 05, — My (68, — my),
6: Update sampling likelihood P? by

(21) Pr, PP+ (L) —LY), for i€ A,

Output: Hflﬂ, P,;zJrl
e-greedySampling(P/, G,,, M)

7. Randomly sample € * M number of agents from G,,, denoted as A}
8: Select (1 — &) * M numbers of agents in G,,\ A} with top value ij’i,i e G, \ AL denoted as AZ;
9: return A, = Al U A?




