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{𝑥1, 𝑥2, … , 𝑥𝑀}
𝑃

Δ || ⋅ ||

𝑥𝑖 + 𝜀 𝜀 ∈ 𝑃 ||𝜀|| < Δ



𝐹: 𝐵𝑛 → 𝐿 ⊂ 𝑅

𝐵𝑛 𝑛 𝑅𝑛 𝐿

𝐹 𝑥
𝛿 𝑦 𝑥

𝐹 𝑥 ≠ 𝐹 𝑦 𝑥 𝑥 − 𝑦 𝑥 ≤ 𝛿 𝑦 𝑥 ∈ 𝐵𝑛

𝐵𝑛



𝑝: 𝐵𝑛 × 𝐿 → 𝑅≥0

𝐴 ∈ 𝐿

𝑝𝐴 𝑥 = 𝑝(𝑥|𝑙 = 𝐴) 𝑝 𝑥 𝑙 = 𝐴 =
𝑝(𝑥,𝐴)

𝑃(𝐴)
, 𝑃 𝐴 = 𝐵𝑛׬

𝑝 𝑥, 𝐴 𝑑𝑥

𝐵𝑛 𝑟, 𝑥 = {𝑧 ∈ 𝑅𝑛 𝑥 − 𝑧 ≤ 𝑟}, 𝑆𝑛−1 𝑟, 𝑥 = {𝑧 ∈ 𝑅𝑛 𝑥 − 𝑧 = 𝑟}



𝐴 ∈ 𝐿 𝐶𝐴 ⊂ 𝐵𝑛 𝑟𝐴 ∈ (0,1)
𝑥𝐴 ∈ 𝐵𝑛 𝐶 𝜈 ∈ (0,1]

𝐶𝐴 ⊂ 𝐵𝑛(𝑟𝐴, 𝑥𝐴)

𝐹 𝑥 = 𝐴 𝑥 ∈ 𝐶𝐴 𝛥 > 0 𝑥 ∈ 𝑆𝑛−1(𝑟𝐴, 𝑥𝐴)

𝑦 𝑥 ∈ 𝐵𝑛
𝐹 𝑦 𝑥 ≠ 𝐴, 𝑥 − 𝑦 𝑥 < 𝛥

𝑝𝐴

𝑝𝐴 𝑥 ≤
1

𝑉𝑛 𝐵𝑛

𝐶

𝑟𝐴
𝑛 ∀ 𝑥 ∈ 𝐵𝑛(𝑟𝐴, 𝑥𝐴)

න
𝐶𝐴

𝑝𝐴 𝑥 𝑑𝑥 ≥ 𝜈



𝐶𝐴

𝑟𝐴 𝑥𝐴

𝐵𝑛(𝑟𝐴, 𝑥𝐴)



𝐶𝐴

𝑟𝐴 𝑥𝐴

𝐵𝑛(𝑟𝐴, 𝑥𝐴)

Δ

𝑥
𝑦(𝑥)

Δ 𝐴

𝐵𝑛(𝑟𝐴, 𝑥𝐴)



𝐶𝐴

𝑟𝐴 𝑥𝐴

𝐵𝑛(𝑟𝐴, 𝑥𝐴)

Δ

𝑥
𝑦(𝑥)

Δ 𝐴

𝐵𝑛(𝑟𝐴, 𝑥𝐴)



𝐶𝐴

𝑟𝐴 𝑥𝐴

𝐵𝑛(𝑟𝐴, 𝑥𝐴)

𝐶𝐴 𝜈



𝐹
𝑝 (𝑥, 𝑙)

𝑥 (𝛥 + 𝜀)

𝑃 𝐴 max 𝜈 − 𝐶 1 −
𝜀

𝑟𝐴

𝑛

, 0



Δ + ε

𝑛 > (log 𝜈 − log𝐶 ) log 1 −
𝜀

𝑟𝐴

−1

𝑃 𝐴 max 𝜈 − 𝐶 exp −
𝜀 𝑛

𝑟𝐴
, 0



𝑛 ∼ 𝑂(1/𝜀2) 𝑛 ∼ 10,000 𝜀 = 0.01

𝑛 𝜀

𝑛 ∼ 𝑂(1/𝜀) 𝑛 ∼ 100 𝜀 = 0.01

𝑛



•
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Altered output (error)

Perturbed 
input

Perturbed Structure



𝐹: 𝐵𝑛 → 𝐿 ⊂ 𝑅

𝐹𝑎: 𝐵𝑛 × Θ → 𝐿 ⊂ 𝑅 𝐹𝑎 𝑥, 𝜃 = 𝐹 𝑥 + 𝑈 𝑥, 𝜃

𝐹 𝑉
𝐹 𝑉
𝑉 ≤ 𝑀

𝐹 𝐹𝑎
𝜀 > 0, 𝛥 > 0 𝑥′

𝐹 𝑥 − 𝐹𝑎 𝑥, 𝜃 ≤ 𝜀 ∀ 𝑥 ∈ 𝑉

𝐹𝑎 𝑥′, 𝜃 = 𝐹 𝑥′ + Δ, |Δ| > 𝜀



Validation set 
(unknown) AI being 

attacked

Test outcome

Altered outcome

Attacker Generates Input X (keeps secret)
Input X has Original Outcome

Input X



𝑈 𝑥, 𝜃 = 𝐷𝑔( 𝑥, 𝑤 − 𝑏) 𝑔 𝑠 = 1/(1 + exp(−𝑠))

𝑥′
𝐵𝑛 0.5 < 𝛾 < 1

𝜃 𝑥′ = 𝐷(𝑥′, 𝛾), 𝑤 𝑥′, 𝛾 , 𝑏 𝑥′, 𝛾

𝐹𝑎 𝐹𝑎

1 −𝑀
1

2𝛾

𝑛

Please see our paper for a more precise and constructive statement: 

Tyukin, Ivan Y., Desmond J. Higham, and Alexander N. Gorban. On Adversarial Examples and Stealth Attacks in 
Artificial Intelligence Systems. IEEE IJCNN 2020, arXiv:2004.04479 (2020).

https://arxiv.org/abs/2004.04479




𝑈(𝑥, 𝜃)

𝑥1
𝑥2
𝑥3
𝑥4
𝑥5
𝑥6
𝑥7
𝑥8
𝑥9
𝑥10

𝑥1 + 𝑈(𝑥, 𝜃)
𝑥2
𝑥3
𝑥4
𝑥5
𝑥6
𝑥7
𝑥8
𝑥9
𝑥10

𝐷 (⟨𝑥,𝑤⟩−𝑏)



𝐷 (⟨𝑥,𝑤⟩−𝑏) 𝐷 ( ⟨ ⋅
1

max
𝑥∈𝐷𝑎𝑡𝑎

||𝑥||
, 𝑤⟩ − 𝑏 )

𝑥

𝑥′ 𝑥′ ↦ 𝐻𝑥′

𝑥𝑡 𝑥𝑡 + 𝐻 𝑥′



𝐷 (⟨𝑥,𝑤⟩−𝑏)

𝑤 =
𝜅

𝐻
𝑥′

𝐻 = max
𝑥∈𝐷𝑎𝑡𝑎

||𝑥 − 𝑥𝑡||

𝑥′
𝐵𝑛

𝑏 = 𝜅 0.5 1 + 𝛾 ||𝑥′||2 − 𝑤, 𝑥𝑡

𝑘 =
2Δ

1−𝛾 ||𝑥′||2
, 𝐷 = 1, 𝛾 = 0.9, Δ = 50

𝐻𝑥′ + 𝑥𝑡

1 −𝑀
1

1.8

10

𝑥𝑡



𝐷 (⟨𝑥,𝑤⟩−𝑏)

𝐷 (⟨𝑥,𝑤⟩−𝑏) = 0 ⇒

𝐷 (⟨𝑥,𝑤⟩−𝑏)=50 ⇒

⟨𝑥,𝑤⟩ −𝑏







𝑥′

𝑥′



𝑥′



𝐵𝑛
2

3
𝐵𝑛

1

2

𝑃 ≥ 1 −
𝑀

2
1 − 𝛾2𝛿2

𝑛

2





𝜀

𝜀- small



•

•

𝑁 ≫ 10

𝑚 < 10 ≪ 𝑁
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•
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Definition 1. A point  𝑥 ∈ 𝑅𝑛 is Fisher separable from the set 𝑌 with a threshold 𝛼 ∈ (0,1) if

𝛼 𝑥, 𝑥 > (𝑥, 𝑦)

for all 𝑦 ∈ 𝑌.  

A set  𝑆 ⊂ 𝑅𝑛 is Fisher separable for each 𝑥 ∈ 𝑆 the above holds for all 𝑦 ∈ 𝑌, 𝑦 ≠ 𝑥.

x does not belong to the ball 

•• cy/α

x

Lx

•

y
•

𝑧 ∈ 𝑅𝑛 | 𝑧 −
𝑦

2𝛼
≤
‖𝑦‖

2𝛼

𝑧 ∈ 𝑅𝑛 | 𝑧, 𝑧 −
2

2𝛼
𝑧, 𝑦 +

𝑦 2

2𝛼 2
≤

𝑦 2

2𝛼 2



Theorem 1. (Stochastic Separation Theorem)

Let 𝑌 = 𝑦1, … , 𝑦𝑀 ∈ 𝐵𝑛 (1) be given, and let 𝑥 be drawn from a  
distribution with the probability density function 𝑝 𝑥 𝑦1, … , 𝑦𝑀 .

Then 𝑥 is Fisher separable from the set 𝑌 with threshold 𝛼 ∈ (0.5,1]
with probability larger or equal to

1 −𝑀 𝐶
𝑟

2𝛼

𝑛

𝑝 𝑥 𝑦1, … , 𝑦𝑀) ≤
𝐶 𝑟𝑛

𝑉(𝐵𝑛(1))

Gorban, A. N., Golubkov, A., Grechuk, B., Mirkes, E. M., Tyukin, I. Y.  Correction of AI systems by linear discriminants: 
Probabilistic foundations. Information Sciences, 466 (2018), 303-322.

https://arxiv.org/pdf/1811.05321.pdf


𝑦1

𝑦3

𝑦2

𝑦1/2

𝑥 −
𝑦1
2

<
𝑦1
2

֞ ||𝑥||2 − (𝑥, 𝑦1) < 0

න
||𝑥||2−(𝑥,𝑦1)<0

𝑝 𝑥| 𝑦1, … , 𝑦𝑀 𝑑𝑥

The probability of 𝑥 landing inside 
the blue sphere is

𝑝 𝑥 𝑦1, … , 𝑦𝑀) ≤
𝐶 𝑟𝑛

𝑉 𝐵𝑛 1

𝑟 ∈ (0,2)

Unit n-ball

𝑃𝑠𝑒𝑝𝑎𝑟𝑎𝑡𝑖𝑜𝑛 ≥ 1 −𝑀
𝑟

2

𝑛Measure of  the
dashed blue ball is 

≤ 𝐶
𝑟

2

𝑛

Proof for 𝛼 = 1



𝑥′

𝑥′



: 

𝑥 ∈ 𝐵𝑛 𝑟𝐴, 𝑥𝐴 ∖ 𝐵𝑛 𝑟𝐴 − 𝜀, 𝑥𝐴 , 𝑙 = 𝐴

න

𝐵𝑛 𝑟𝐴,𝑥𝐴

𝑝𝐴 𝑥 𝑑𝑥 − න

𝐵𝑛 𝑟𝐴−𝜀,𝑥𝐴

𝑝𝐴 𝑥 𝑑𝑥 ≥ 𝜈 − 𝐶 න

𝐵𝑛 𝑟𝐴−𝜀,𝑥𝐴

1

𝑉𝑛 𝐵𝑛 1 𝑟𝐴
𝑛
𝑑𝑥 =

𝜈 − 𝐶
1

𝑉𝑛 𝐵𝑛 1 𝑟𝐴
𝑛

න

𝐵𝑛 𝑟𝐴−𝜀,𝑥𝐴

𝑑𝑥 = 𝜈 − 𝐶
𝑉𝑛 𝐵𝑛 1 𝑟𝐴 − 𝜀 𝑛

𝑉𝑛 𝐵𝑛 1 𝑟𝐴
𝑛

𝑃 𝐴 max 𝜈 − 𝐶 1 −
𝜀

𝑟𝐴

𝑛
, 0

𝑝𝐴 𝑥 ≤
1

𝑉𝑛 𝐵𝑛

𝐶

𝑟𝐴
𝑛 ∀ 𝑥 ∈ 𝐵𝑛(𝑟𝐴, 𝑥𝐴)


